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We strive to present the most relevant, timely and valuable content. As a result, this agenda is subject to change. 

Please check back frequently for changes and updates. 

Monday, March 19th  

 
8:00-9:00 am  
 

 
Registration & Coffee 

 
9:00-9:30 am  
 

 
Modern Malware Demands Modern Defense 
We often find ourselves as a community trying to balance the significance of ICS 
attacks and at the same time trying to explain the difficulty of achieving large scale 
repeatable effects across a diverse control system.  While it is difficult to achieve 
this balanced position without sounding schizophrenic, it is important to have a 
nuanced discussion around these topics to enable ICS practitioners and leaders 
with the appropriate tools, and capabilities to return to work and defend critical 
control systems. 
Tim Conway and Robert M. Lee (@RobertMLee), Summit Co-Chairs, SANS 
Institute 
 

 
9:30-10:15 am 

 
The First Safety Instrumented System Malware: TRISIS 
TRISIS/TRITON represents a game-changing development within the ICS security 
community as the fifth known ICS-specific malware (following STUXNET, HAVEX, 
BLACKENERGY2, and CRASHOVERRIDE), and the first such malware to specifically 
target safety instrumented systems. Since identification and public disclosure in 
early December 2017, much has been written on TRISIS and its implications, but 
technical deep-dives and analysis of implications remains rare. 
This discussion aims to fix that discrepancy by providing a detailed walkthrough of 
TRISIS functionality: how it communicates to its target device, how changes are 
transferred, and what alterations are made to safety system logic. By providing an 
overview of “how,” we can move on to the next critical step: defending against 
and defeating TRISIS and similarly styled attacks. Toward that end, we will 
conclude with an in-depth discussion of how to detect and overcome TRISIS - and 
future variants - on the network, on host, and as part of overall ICS processes. 
Joe Slowik (@jfslowik), Adversary Hunter, Dragos, Inc.  
Jimmy Wylie (@mayahustle), Senior Adversary Hunter, Dragos, Inc.  
 

 
10:15-11:00 am 

 
You’re Probably Not Red Teaming (And Usually I’m Not, Either) 
In a world where it seems everyone and their dog is doing “penetration testing” 
nowadays, many individuals have started attempting to distinguish themselves by 
referring to their work as “red teaming.”  Heck, that’s wound up in some bios 
which have been written for me in the past.  However, this term is over-used and 
often misapplied.  In this talk, Deviant will offer up a straightforward metric for 
untangling these terms, and then share tips, stories, and advice on tools that can 
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help you in future Pen Tests or (if you’re truly performing them) Red Team 
Engagements. 
Deviant Ollam, Security Auditor & Pen Test Consultant, The CORE Group 
 

 
11:00-11:30 am 

 
Networking Break 

 

 
11:30am – 
12:15 pm  

 
Securing and Integrating Commercial Off-the-Shelf (COTS) Products for Industrial 
IoT  
Recent advancements in the availability of COTS processors which can operate in 
industrial / automotive harsh environments have led to a proliferation of new 
embedded Linux devices in industrial spaces. Customers are clamoring for 
connected devices and want to realize savings from connecting assets, but 
traditional industrial and automotive companies are struggling to provide near real 
time data without compromising machine security.  
While it’s certainly annoying if your connected lightbulb is hacked, it can be a 
serious problem if heavy machinery is compromised. In this discussion, we’ll talk 
about some of the common pitfalls in using vendor supplied solutions, some best 
practices for reducing the risk in connected machines, and some basic hardening 
principals that must be adapted for embedded devices.  
Jon Taylor, GICSP, CISSP, Mining Technology – Cybersecurity Implementation 
Architect, Information Security Risk Management | Global Information Services, 
Caterpillar Inc. 
 

 
12:15-1:30 pm 

 
Lunch & Learn Sessions 

 

 
1:30-2:15 pm 

 
Tales from the ICS Crypt 
Adam and Tyler spend their time making like bad guys trying to attack critical 
infrastructure, and they’ve agreed to share experiences and stories from some of 
their most epic pen tests and red team engagements against ICS clients (all client 
details will be withheld to protect those involved or in witness protection 
programs). They’ve got some horror stories that will make your hair stand on end, 
sure, but they’ve also got great insight into what’s working well, and how to 
leverage effective red team operations to ensure the stability, reliability, and 
security of some of the nation’s most critical assets.  
Adam Crompton, Senior Security Consultant, InGuardians 
Tyler Robinson, Senior Security Analyst,  InGuardians 
 

 
2:15-3:00 pm 

 
Sh*t Happens!  (But You Still Need to Drink the Water)  
The threat to our industrial control systems networks is real, dangerous, and 
growing.  The networks used to optimize and operate our water infrastructure are 
often taken for granted due to the challenges of day-to-day operations and limited 
resources.  Monitoring them is critical for protecting water utility assets and 
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operations whether the threat is simply a configuration issue, failing devices, or 
even a targeted adversary.  In this presentation, the presenter will discuss the 
process for providing and protecting water, its security, and how it differs from 
other ICS industries.  He’ll also share real-world experiences and case-studies to 
demonstrate the value of taking an active approach to defending these 
assets.  Attendees will also be informed on building partnerships between IT and 
operations staffs and generating and maintaining appropriate executive 
sponsorship for security initiatives.  
Doug Short is the first Chief Information Officer and Chief Information Security 
Officer for the Trinity River Authority of Texas, a conservation and reclamation 
district providing water and wastewater treatment, along with recreation and 
reservoir facilities, for municipalities within the nearly 18,000-square-mile Trinity 
River basin.  Previously, Doug served 28-years in the US Air Force.  His experience 
includes coordinating and implementing national and international cyber strategy 
throughout the Federal Government and providing strategic analysis and 
recommendations to national leaders on cybersecurity issues and operations.   
Doug Short, CIO & CISO, Trinity River Authority of Texas 
 

 
3:00-3:30 pm 

 
Networking Break 

 

 
3:30-4:15 pm 

 
Attack-Proof Facilities: Designing and Building in Safeguards Against Cyber Attack 
Process Safety Managed (PSM) facilities which process volatile hydrocarbon-based 
products need to be protected against physical consequences of a release caused 
by a cyber attack to the digital control systems.  While we should and do focus on 
securing the computer systems themselves, we often overlook facility design, 
which is actually the most important defense against cyber attack. Basically, it is 
possible to build plants that are inherently safe by designing in systems and 
safeguards - such as relief valves and current overload relays - that are not 
vulnerable to a cyber-attack.  
This presentation will review the most common methods for process hazards 
analysis (PHA) of process industry plants, and then supplement those methods 
with a simple "cyber review,”   and will include a case study from the oil and gas 
industry where a Hazards and Operability (HAZOP) study was assessed using a PHA 
cyber review in order to determine whether or not the facility was inherently 
cyber-safe, and if not, make recommendations for design modifications that would 
make the facility cyber-safe.  
Jim McGlone, GICSP, CMO, Kenexis 
 

 
4:15-5:00 pm 

 
The Current and Next Generation CybatiWorks Hands-On ICS Models 
The CybatiWorks cybersecurity education platform is actively in use at universities 
and colleges, commercial entities, high school and within the SANS ICS 
curricula.  The CybatiWorks platform uses hybrid software and hardware physical 
models to actively engage participants to interact with real cyber-physical attacks 
and defenses.  CYBATI is also the prime recipient of an award with the Department 
of Energy to expand the existing platform to incorporate education and models for 
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Power Grid, Pipeline and Building Automation for professionals and students.  This 
presentation will give a brief history of the platform, provide a live display of the 
five existing models (i.e. Manufacturing, Pipeline, Power Grid, Traffic Light, 
children's Snap-Circuits) and their capabilities.  The presentation will also describe 
the next generation of the CybatiWorks platform enabled by the DOE cooperative 
research and development agreement. 
Matthew E. Luallen, Executive Inventor, CYBATI 
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Tuesday, March 20th  

 
8:00-8:45 am  

 
Registration & Coffee  
 

 
8:45-9:00 am  
 

 
Lifetime Achievement Award 

 
9:00-9:45 am 

 
ICS Threat Intelligence: Moving from the Unknowns to a Defended Landscape 
This talk is a follow up to last year’s keynote on the unknown ICS threat landscape. 
We have learned a lot in the last year about ICS threats. 2017 was full of targeted 
adversaries and new tradecraft to watch out for in relation to securing industrial 
operations. In this presentation, attendees will learn about the various activity 
groups targeting the industrial sector and explore their tradecraft. There will also 
be a discussion on what ICS-specific threat intelligence is and how to take this 
knowledge and apply it in a meaningful way. We have very defensible 
infrastructure, and with knowledge of adversaries and a focus on the human 
defender we can move from defensible to defended.  
Robert M. Lee, SANS Institute  
 

 
9:45-10:30 am 

  
Future Challenges and Changes in Industrial Cybersecurity  
While there are still under-protected plants, ARC research shows that most 
industrial companies have implemented cybersecurity programs to protect their 
facilities and SCADA systems.  Most of these initiatives have followed recognized 
standards and guidelines like IEC 62443, NERC CIP, etc.  These documents provide 
comprehensive guidance for a specific set of use cases given certain scope 
boundaries.   
These efforts have significantly reduced the risks of cyber-attacks on our critical 
infrastructure.  However, recent developments and trends suggest that more 
needs to be done.  Assumptions underlying current programs are too restrictive 
for the real needs of industry and infrastructure organizations.  The cybersecurity 
challenges that industrial companies and infrastructure organizations face span 
the full IT-OT-IoT spectrum.  Broader deployment of automation products in smart 
cities and commercial operations also demands a broadening of the potential use 
cases.     
This presentation will include a discussion of these expanded challenges and the 
gaps that need to be filled.  Recommendations on the kinds of changes that are 
required will also be presented. 
Sid Snitkin, Vice President, ARC Advisory Group 
 

 
10:30-11:00 am 

 
Networking Break and Vendor Expo 
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11:00-11:45 am  

 
ICS Security in the Chemical Sector:  Are We Really so Different?  
In discussions regarding technology the chemical sector is sometimes confused 
with or viewed as part of oil & natural gas, utilities, or other critical manufacturing 
sectors.  It’s easy to see why as similarities to all these sectors do exist.  In fact, 
some companies in this sector are made up of various sites of diverse plants 
producing vastly different products.  Independent of the parent company, these 
individual plants could easily align with another critical infrastructure sector.  As a 
result, ICS security can be challenging.  
In this presentation, attendees will be introduced to the chemical sector and learn 
not only about some unique challenges, but specific opportunities which make it 
more defensible that other sectors.  As we talk through a typical plant, we will 
highlight similarities and differences which influence ICS security decisions.  We 
will take a look at some real-life incidents which were not caused by a cyber-
attack, but could be reproduced by one.  The resulting lessons learned will provide 
insights into the need for dependency management considerations within 
architecture and security decisions. 
Glenn Aydell, LazyHacker Consulting 
 

 
11:45am-12:30 
pm 
 

 
Safety First! Injuries Last!: A Cybersecurity Perspective 
Cyberattacks impacting and manipulating critical process control and safety 
systems have always been the greatest concern throughout the ICS 
community.  Asset owners and operators must look to their vendors and the OEMs 
for guidance and take appropriate mitigation actions to ensure a safe operating 
environment.  Are you wondering what typical OEMs are doing with regards to 
vulnerability mitigation, testing, customer notification, patching, secure code 
development, and incident response?  This talk will answer those questions and 
provide some case study examples to highlight real-world OEM-demonstrated 
capabilities. 
Fred Cohn, Program Director, Product Security Office, Schneider Electric 
 

 
12:30-1:45 pm 

 
Networking Lunch & Vendor Expo  

 

 
1:45-2:30 pm 

  
Better Security Lies Beyond Hope and Cyber Hygiene:  An Introduction to INL's 
Consequence-driven, Cyber-informed Engineering (CCE) Methodology 
In February 2017, the Defense Science Board (DSB) conclusively reported that our 
nation is unprepared to defend its critical infrastructure, or ensure power grid 
resilience as deterrence to cyberattack.  In surprisingly frank, public language, the 
DSB made it all too clear that if a determined adversary decides it wants to own a 
control system, it will be successful. 
Leveraging deep engineering process knowledge, Idaho National Laboratory (INL) 
has been leading control systems security for nearly a decade, and today, a 
solution is at hand. The lab is currently demonstrating the potential of the 
emerging Consequence-driven, Cyber-informed Engineering (CCE) methodology – 
a transformative process that provides critical infrastructure owners and operators 
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dramatic new capabilities to mitigate the cyber risks to their most essential 
industrial controls and embedded processes. 
Andy Bochman (@andybochman), Senior Cyber & Energy Security Strategist, INL 
 

 
2:30-3:15 pm 
 

 
Adventures in ICS Asset Identification: Physical Inspection Style 
Asset identification is a prerequisite for good network security monitoring, both of 
which are critical for industrial control system active cyber defense. The most 
time- consuming method of asset identification is physically crawling through your 
ICS facilities taking notes. And it’s totally worth it! So grab your favourite 
spreadsheet app, hardhat and boots! 
Common methodologies for ICS asset identification are reviewed with a focus on 
physical inspection. Lessons learned from plant inspections in numerous electricity 
generating facilities, ranging from hydro, combustion turbine and thermal plants, 
are shared. The audience will be given tips and tricks to maximize on-site visits for 
accurate asset identification, effective security awareness that build relationships 
needed for smooth ICS incident response, ways to find rogue assets, and ways to 
ethically hack the physical security perimeter. 
The talk is geared towards new or existing facilities looking to increase their cyber 
defenses, and reinforces how ICS incident response supports the primary goal for 
safe and reliable plant operations. 
Dean Parsons B.Sc., CISSP, GRID, GCIA, GSLC, Information Security Officer, Nalcor 
Energy 
 

 
3:15-3:45 pm 

 
Networking Break and Vendor Expo 

 

 
3:45-4:30 pm 

 
Measuring and Evaluating Cyber Risk in ICS Components, Products and Systems 
With the growth of IIoT in the ICS space, there is a need for cybersecurity testing of 
components, products and systems to mitigate the risk of cyber incidents in 
operational networks.  While many specifications and guidance documents 
provide information on secure product development principles, there is still a need 
to test and measure the security posture of products using comprehensive testing 
criteria and an important certification management process throughout the life of 
a component.  What should the security testing include and what are important 
attributes to measure and evaluate?  What are supply chain considerations? How 
do you maintain certified status in the age of ICS vulnerabilities? 
Ken Modeste, Principal Engineer – Commercial & Industrial Business Unit, 
Underwriters Laboratory (UL) 
 

 
4:30-5:15 pm 

 
Jumping Air Gaps 
If you think an air gap prevents communication out of and into your industrial 
control system, you are wrong. 
We’ll be exploring various ways to send data across an air-gap in Industrial Control 
Systems and other environments, including a live demo. Is it really possible to send 
data across an air-gap where no network has been connected? (No we’re not 
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talking about wifi, bluetooth, wirelessHART etc.) Can it be done without physical 
modification to your existing plant? Can we get that paragon of virtue- a data 
diode -to pass information in both directions without physically touching it? 
What else do you need to know?  Find out. 
Monta Elkins, CISSP, GICSP, Hacker-in-Chief, FoxGuard Solutions 
 

 
6:30-8:00 pm 

 
GIAC Certification Reception  
SANS will host its annual GIAC Certification Reception to congratulate GICSP, GRID, 
and GCIP holders on achieving certification. This reception brings together a 
recognized community of ICS security professionals for an evening of drinks, hors 
d'oeuvres, and networking.  
This reception is open to all GICSP, GRID, and GCIP certification holders, as well as 
those wanting more information about these certifications. 
The SANS ICS team will introduce the new GIAC Critical Infrastructure Protection 
(GCIP) certification. Familiarize yourself with available ICS Security certifications 
and learn first-hand from prominent industry experts as they explain how their 
certifications have impacted their careers and the organizations they protect. 
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Speaker Biographies 
 
Andy Bochman (@andybochman), Senior Cyber and Energy Security Strategist, INL 
As Senior Grid Strategist for the Idaho National Lab, Mr. Bochman provides strategic guidance on topics 
at the intersection of grid security and resilience to senior U.S. and international government and 
industry leaders.  A frequent speaker, writer, and standards developer, Mr. Bochman has provided 
analysis on energy sector infrastructure security actions, standards, and gaps to many US Federal 
agencies, the National Association of Regulatory Utility Commissioners (NARUC) and state utility 
commissions. A member of the global advisory board for the Control Systems Cyber Security Association 
International (CS2AI), Mr. Bochman is also a cybersecurity subject matter expert listed with the U.S. 
State Department Speakers Bureau. Prior to joining INL, he was the Global Energy & Utilities Security 
Lead at IBM and a Senior Advisor at the Chertoff Group in Washington, DC. Mr. Bochman received a BS 
degree from the U.S. Air Force Academy and an MA from the Harvard University Extension School.   
 
 Tim Conway, Technical Director – ICS and SCADA, SANS Institute 
Tim Conway is responsible for developing, reviewing, and implementing technical components of the 
SANS ICS and SCADA product offerings. Formerly, the Director of CIP Compliance and Operations 
Technology at Northern Indiana Public Service Company (NIPSCO), responsible for Operations 
Technology, NERC CIP Compliance, and the NERC training environments for the operations departments 
within NIPSCO Electric. Previously, an EMS Computer Systems Engineer at NIPSCO for eight years, with 
responsibility over the control system servers and the supporting network infrastructure. Former Chair 
of the RFC CIPC, Chair of the NERC CIP Interpretation Drafting Team, Chair of the NERC CIPC GridEx 
Working Group, and Chair of the NBISE Smart Grid Cyber Security panel. 
 
Adam Crompton, Senior Security Consultant, InGuardians 
Adam Crompton is a Senior Security Consultant with InGuardians where he specializes in penetration 
testing, research and development, and architecture reviews. He has spent a great deal of time within 
the networks of Insurance Companies performing penetration testing, vulnerability analysis, network 
device configuration and access reviews, data loss prevention, and software development. Adam has 
been a speaker at several security conferences and universities presenting on data exfiltration, antivirus 
evasion, and the honeypot tools he has developed. He is a graduate of The Ohio State University, with a 
bachelor’s degree in Computer Science. 
 
Monta Elkins, CISSP, GICSP, Hacker-in-Chief, FoxGuard Solutions 
Monta Elkins is currently "Hacker-in-Chief" for FoxGuard Solutions, an ICS patch provider. A security 
researcher and consultant; he was formerly Security Architect for Rackspace, and the first ISO for 
Radford University.  He has been a speaker at DEFCON , Homeland Security’s ICSJWG (Industrial Control 
Systems Joint Working Group), EnergySec's Security Summit, GE Digital Energy's Annual Software 
Summit, Toshiba's Industrial Control Systems Conference, NERC's GridSecCon and Emerging Technology 
Roundtable, ICS CyberSecurity by Security Week, UTC Telecom, and other security conferences.  Monta 
is the author and instructor of the “Defense against the Dark Arts” hands-on, hacker tools and 
techniques classes, guest lecturer for local colleges and universities teaching rapid prototyping 
techniques and information security and teaches Arduino and other classes with Let's Code Blacksburg. 
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Robert M. Lee (@RobertMLee), Summit Co-Chair, SANS Institute  
A National Cybersecurity Fellow at DC-based think tank New America, Rob was named one of Passcode’s 
Influencers, awarded EnergySec’s Cyber Security Professional of the Year 2015, and was inducted into 
Forbes’ 30 under 30 for Enterprise Technology 2016 as one of “the brightest entrepreneurs, breakout 
talents, and change agents" in the sector. A passionate educator, Rob is the course author of SANS 
ICS515 “ICS/SCADA Active Defense and Incident Response,” the only ICS-specific incident response 
course in the world, and the lead author of SANS FOR578 “Cyber Threat Intelligence.” 
Rob pursued cybersecurity in the U.S. Air Force, where he served as a Cyber Warfare Operations Officer 
in the U.S. Intelligence Community. He has performed defense, intelligence, and attack missions focused 
on identifying and remediating hostile nation-state adversary operations. 
 
Matthew E. Luallen, Executive Inventor, CYBATI 
Matthew E. Luallen is a well-respected information professional, researcher, instructor, and author. Mr. 
Luallen serves as the president and co-founder of CYBATI, a strategic and practical educational and 
consulting company. CYBATI provides critical infrastructure and control system cybersecurity consulting, 
education, and awareness. Prior to incorporating CYBATI, Mr. Luallen served as a co-founder of Encari 
and provided strategic guidance for Argonne National Laboratory, U.S. Department of Energy, within the 
Information Architecture and Cyber Security Program Office. In an effort to promote education and 
collaboration in information security, Mr. Luallen is an instructor and faculty member at several 
institutions. Mr. Luallen is adjunct faculty for DePaul University, teaching the Computer Information and 
Network Security Masters degree capstone course. He is also a certified instructor and CCIE for Cisco 
Systems, covering security technologies, such as firewalls, intrusion prevention, and virtual private 
networks, and general secure information architecture. As a certified instructor for the SANS Institute, 
Mr. Luallen teaches infrastructure architecture, wireless security, web application security, regulatory 
and standards compliance, and security essentials. Mr. Luallen is a graduate of National Technological 
University with a master's degree in computer science, and he also holds a bachelor of science degree in 
industrial engineering from the University of Illinois, Urbana. 
 
Jim McGlone, GICSP, CMO, Kenexis 
James McGlone is the Chief Marketing Officer of Kenexis. He has over 30 years experience in the design, 
development, sales and life cycle management of industrial automation, industrial software, critical 
control systems, measurement systems, communications systems, and networked embedded 
controllers. He has worked for major vendors to bring industrial and commercial products to market to 
solve automation and control challenges globally. He has taught industrial automation courses globally 
on control theory, lean manufacturing, industrial and commercial networking, industrial automation 
software from communications drivers to MES software including PLC and VB programming. 
 
Ken Modeste is a Principal Engineer and the Cybersecurity Technical Lead for UL’s Commercial & 
Industrial Business Unit (C&I).  His global responsibilities cover cybersecurity, interoperability and 
protocol compliance.  Ken works to ensure the security and interoperability of C&I programs, is UL’s 
cryptographic laboratory manager and its principal technical advisor, and the primary technical lead for 
UL’s Cybersecurity Assurance Program (UL CAP).   
For UL CAP, Ken contributed to creating UL 2900 series of standards that addresses security concerns in 
network-connectable products and systems.  He leads the test effort of application software, embedded 
software, firmware, drivers, middleware, and operating systems for IT systems, industrial control 
systems and medical devices. He also leads the test effort in penetration testing of hardened VPN 
communication systems, medical devices, programmable logic controllers and other products that are 
submitted into UL’s C&I cybersecurity program.  
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Dean Parsons B.Sc., CISSP, GRID, GCIA, GSLC, Information Security Officer, Nalcor Energy 
Dean grew up writing educational hacking tools in C on early distributions of Linux. He’s held roles such 
as Unix Security Admin, Security Analyst, Senior Security Specialist and is currently the ISO in the Energy 
and Utility sector overseeing IT and ICS security. He continues his passion for ICS cybersecurity by 
speaking at conferences on ICS defense, and coaching new comers to the ICS cyber defense arena.  
 
Tyler Robinson, Senior Security Analyst, InGuardians 
Tyler Robinson started at InGuardians in 2015 as a Security Analyst/Penetration Tester after leaving 
another boutique penetration company, conducting custom blackbox penetration tests for government 
intelligence agencies, financial industry, and fortune 100 companies. Prior to that, he held several high 
profile positions as a security, system, and network administrator for local county government and law 
enforcement 911 networks. Specializing in Red Teaming, APT threat modeling, social engineering, IoT 
hardware hacking, and web application penetration testing, Tyler first got into hacking in the 90s, when 
he learned about phone phreaking, war dialing, and network infrastructures. Tyler received his 
Associates in Computer Science and Network Administration in 2006 and holds many industry 
recognized certifications including GIAC; GPEN, GCIH, GWAPT, GCWN, GSEC. He is currently on track for 
a GSE and has participated on the NIATEC and Pacific Rim CCDC Red Teams as an adversarial opponent. 
Tyler was also trained and mentored by an ex-NSA operator who taught him the tools, tactics and 
procedures used by NSA offensive teams, which he later helped teach in a “DarkSide Ops” course at 
Blackhat, both in the US and overseas. In his free time Tyler spends most of his time with his family in 
Idaho where he is restoring a 100+yr old church (the Church of T) that is also serves as his house. He also 
plays amateur divisional soccer, obsessively lifts weights, hunts, picks locks, and is in the process of 
building the next generation of in-memory malware for, *cough*pentesting. 
 
Doug Short, CIO & CISO, Trinity River Authority of Texas 
Doug Short is the first Chief Information Officer and Chief Information Security Officer for the Trinity 
River Authority of Texas, a conservation and reclamation district providing water and wastewater 
treatment, along with recreation and reservoir facilities, for municipalities within the nearly 18,000-
square-mile Trinity River basin.  Previously, Doug served 28-years in the US Air Force.  His experience 
includes coordinating and implementing national and international cyber strategy throughout the 
Federal Government and providing strategic analysis and recommendations to national leaders on 
cybersecurity issues and operations.  
 
 
Joe Slowik (@jfslowik), Adversary Hunter, Dragos, Inc.  
Joe Slowik is an experienced and accomplished threat and adversary hunter. His network security 
experience spans the US military, national laboratories, and now a laser-like focus on the ICS threat 
environment. 
 
Sid Snitkin, Vice President, ARC Advisory Group 
Sid's responsibilities include leadership of ARC's Industrial Cybersecurity practice, which develops 
products and services for protecting industrial facilities.  Sid also supports ARC clients in Asset Lifecycle 
Information Management and the Industrial Internet of Things (IIoT).  Sid has over 30 years of 
experience in automation, information systems, and manufacturing. His background includes extensive 
experience in the metals industry, including engineering design, construction and automation of 
Ironmaking, Steelmaking, Rolling, and processing facilities. Sid has been with ARC since 1997 and has 
published numerous studies and strategic reports on topics as broad as discrete event simulation, supply 
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chain management, asset and service management, and industrial cybersecurity. Prior to ARC his 
professional career covered a broad range of engineering, managerial, and senior executive positions 
with leading electrical and mechanical equipment suppliers such as Westinghouse Electric, Tippins 
Incorporated, and Danieli & C SpA where he was Vice President and General Manager of Danieli United. 
 
 
Jimmy Wylie (@mayahustle), Senior Adversary Hunter, Dragos 
Jimmy Wylie is a Senior Adversary Hunter at Dragos who spends his days (and nights) searching for and 
tearing apart threats to critical infrastructure. Starting as a hobbyist in 2009, he has over 9 years 
experience with reverse engineering and malware analysis. As a professional in the U.S. Intelligence 
Community, he utilized a wide range of skills against national level adversaries, including network 
analysis, dead disk and memory forensics, in-depth malware analysis, and software development 
supporting the detection, analysis and classification of malware in a variety of programming languages. 
Before joining Dragos, he was a course developer and instructor at Focal Point Data Risk, teaching a 
wide range of malware analysis techniques starting with beginner behavioral analysis and ending with 
kernel driver analysis.  
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